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Why GDPR can also be an opportunity in the 
travel industry + how you can get prepared

The General Data Protection 

Regulation (GDPR) is a new EU 

regulation that becomes enforceable 

in all EU countries on 25 May 2018. 

The purpose is to have a single data 

privacy law that protects personal 

information in a uniform way.

Businesses and organisations will 

be required to keep records of all 

personal data they process, prove 

consent was received to hold it, 

explain what it’s being used for and 

how it’s being protected.

GDPR applies to all organisations 

who collect data from EU residents 

or do business in the EU – including 

companies based outside the EU. 

It also applies to organisations who 

process data on behalf of others, e.g. 

cloud services. 

GDPR is all about personal data and 

giving people more control over what 

happens to it. This personal data can 

include names, home addresses, 

email addresses, bank details, 

computer IP addresses, medical 

information, photos and posts on 

social networking channels. 

GDPR requires new standards and 

procedures. Organisations need to 

appoint a data protection officer, 

prepare for information requests 

of employees and customers and 

develop a concept for deleting data. 

Companies are threatened with hefty 

fines if they violate GDPR rules – 

which could amount to € 20 m or 4 % 

of their annual turnover.
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One of the biggest data privacy reforms is nearly here. Find out 

what GDPR means for the online travel industry, why it can be an 

opportunity rather than a threat and action you need to take now.

Many travel companies fear GDPR will limit their options to use Big 

Data and apply AI-driven personalisation. We think the opposite is 

true – if you get it right! Find out how to comply with GDPR while 

boosting your customers’ shopping experience and achieving more 

sales.

What is GDPR?
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 GDPR will boost personalisation. This sounds like a controversial 

statement. For sure GDPR is a pain to implement and will add a lot of  

administration to each organisation. But will it be an obstacle for 

personalisation in travel e-commerce? Our belief is definitely no – all 

our research, evidence and expertise show that the opposite will be 

true.

Why GDPR has the potential to boost personalisation needs

Melanie Sickenberger, Co-founder and Chief Operations Officer, bd4travel

“

A key message of the new GDPR 

law is that users need to consent to 

data being collected about them. 

Users only consent to this when they 

see value in what is being delivered 

in return. Yet even before GDPR 

becomes enforceable, we’re seeing 

users consenting to the collection 

of their information every day, when 

it has a meaningful impact to their 

online experience. 

Amazon is a good and revealing 

example. Users are visiting the plat- 

form every day through different 

channels and share their data. 

As a result, they are gaining a 

beneficial personalised experience. 

Users see recommendations are 

relevant to them because they’ve 

informed themselves about certain 

products. If they don’t like particular 

recommendations, they can remove 

these from their profiles. Users 

actively do this – subsequently 

telling Amazon even more about 

themselves – because they reap the 

rewards in terms of refined future 

recommendations, while their user 

experience of the platform continues 

to improve. 

A bad example of personalisation 

is when you happen to look at an 

electronic gadget on a website. And 

then that n electronic gadget  follows 

you around the internet through re- 

marketing. Or even worse, when 

you’ve logged into a website that has 

personal information about you, but 

the only element of personalisation 

you get is a message saying 

‘Welcome back Melanie’. 

Nothing else is personal about your  

experience except your name – a 

missed opportunity and a frustrating 

experience as well.

Many relevant studies prove this. For 

example, a report by the Data and 

Marketing Association (DMA) shows 

half of consumers say they would like 

the recommendations they receive 

from brands, shops or sites to be 

better tailored to what they like or are 

interested in. The DMA report also 

finds 54 % would share their email 

address to get items for lower prices, 

52 % would do so for better loyalty 

rewards and 51 % would in order to 

get tailored offers. eMarketer finds 

that 80 % of people like emails with 

personally recommended products. 

Yet in the same study, the majority 

said they don’t like the mostly 

irrelevant display adverts that follow 

them around the internet.
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At bd4travel, we work with many 

travel portals who are reaping the 

benefits of personalisation that 

our products bring them. Some 

of our customers have expressed 

nervousness about users knowing 

they’re being tracked. Yet it’s crucial 

to transparently point out that users 

are only being tracked so they 

can have a better, more personal 

experience on a travel booking 

website. 

After GDPR becomes enforceable, 

we welcome users being able to 

play a more specific role in the 

management of information these 

websites hold about them. Users 

will be able to actively steer their 

online experience. They’ll be able to 

shape future travel offers and new 

travel experiences that are promoted 

to them, in a way they’ve never 

experienced before.

Our products are all about listening 

to users in real time when they’re 

visiting a travel website. We react to 

these users and give them a better 

experience. This already happens 

in the real world when someone 

walks into a traditional travel agency. 

The important point is that data 

collected online by our customers 

is only used for the specific purpose 

of meaningfully tailoring travel 

suggestions to users. 

GDPR is coming. It will change the 

way we do online business. All online 

business will require consent from 

users when their personal information 

is involved. This is an opportunity 

rather than a threat. Personalisation 

on websites will become more 

explicit and companies can ensure 

users are actively involved in this, 

engaging them in a positive way. 

Personalisation will ultimately profit 

from GDPR as users are increasingly 

aware of its potential to create 

helpful und inspiring shopping 

experiences – when it’s approached 

with quality technologies and 

engaging communications.”
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Despite some commentators 

speculating that GDPR will cause big 

problems for all industries, having 

more streamlined and stringent 

processes related to personal data 

should also be seen as an opportunity. 

The fundamental principles behind 

GDPR are not to stop companies 

collecting data about customers. 

Rather it’s to give individuals more 

control over their personal data by 

ensuring fair and transparent data 

processing. 

In cooperation with Metis, our legal 

advisers in the area of data-protection 

and -privacy, we compiled the key 

areas and practical recommendations 

the travel industry should be aware  

of in relation to GDPR compliance:

GDPR compliance:  
key points for the online travel industry
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User consent

Wherever data processing is based 

on consent, businesses must be able 

to demonstrate that this consent 

meets certain requirements. Under 

the new rules:

• The request for consent must be  

 presented in in an intelligible and  

 easily accessible form, using clear  

 and plain language. Consent must  

 be clear and distinguishable from  

 other matters.

• Gaining consent from users to  

 collect personal information about  

 them, e. g. via cookies, must be  

 done explicitly under GDPR,  

 especially to avoid unlawful pro- 

 filing.

• Implied consent is not sufficient.  

 Visiting and continuing to browse a  

 website is not enough – users must  

 complete an affirmative action,  

 e. g. click an opt-in box. 

• Messages such as: ‘If you continue  

 to use this website, you consent to  

 the use of cookies’ are not  

 sufficient. Users must have the  

 ability to either accept or reject  

 cookies.

• Users must be able to change  

 their minds. Users have the right to  

 withdraw their consent at any time.  

 Therefore, websites must give users  

 access to settings menus where  

 they can update their cookie  

 preferences at any time. It’s not  

 enough to ask users to do this via  

 their browsers’ preference settings.

• The ability to profile users under  

 certain criteria, e.g. location-based  

 profiling to offer different prices or  

 deals, is considered to be personal  

 data and must be explicitly  

 consented to.

• Personal information collected  

 about a user for one purpose  

 can usually not be used for  

 another purpose, e.g. if data was  

 collected for an individual to make  

 a hotel booking, it can’t be used  

 for marketing purposes if consent  

 for that particular use was not  

 given.

• Personal data can be collected  

 without explicit consent if there is a  

 contractual obligation to do so, or if  

 there is a basis for collecting the data  

 under a specific law. For example,  

 airlines have various legal  

 obligations to retain data about  

 customers who have used their  

 services.

• Travel website owners must ensure  

 there is a proper process for  

 handling users who do not wish to  

 be tracked.

We believe customers are increasingly 

ready and willing to provide their data 

for use through a travel website when 

they’re told what the benefits are. 

For example, loyal customers who 

book through a specific travel portal 

frequently are likely to be pleased 

to know they will be able to access 

special offers. Such communication 

builds trust in the legal, purposeful 

and appropriate handling of 

customer data. Ultimately, it ensures 

customers are positively rather than 

negatively surprised by personalised 

website content. 

www.bd4travel.com
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User rights to access and manage 

personal data

Under the new GDPR rules, all 

customers have particularly the right 

to ask companies:

• for a qualified point of contact

• which data is actually held

• for which purposes this data is  

 used and processed

• to rectify inaccurate or to complete  

 incomplete personal data

• how long personal data will be  

 stored

• to delete the data, e. g. when  

 the personal data is no longer  

 necessary, the data subject with- 

 draws consent or the personal  

 data has been unlawfully  

 processed.

Travel companies therefore need 

to ensure they are able to supply 

this information and respond to 

these requests. Under the consent 

requirements, they must also be 

able to demonstrate how the data 

was collected and that the proper 

consent was given for the purpose it 

is being used for. 

In addition, customers must be able 

to request data is made available 

to them in a portable manner. For 

example, a registered customer of 

one travel portal should be able to 

receive a comprehensive version of 

their profile on this website.

Under certain conditions, users have 

the right to request for any company 

to erase their data. Under GDPR, 

companies are obligated to process 

such requests. Therefore, companies 

need to develop a specific concept 

ensuring that stored data is reviewed 

and deleted at certain intervals. In 

addition, if the data collected was 

passed onto third parties e.g. to 

a hotel and in-country transport 

provider when a holiday was booked 

through a travel portal, companies 

must have a process in place for the 

deletion of data to be implemented 

by all parties.

www.bd4travel.com

Expert Comment

Dr. Daniel Benkert, METIS Rechtsanwälte LLP

“User consent is the key tool to provide a legal basis for data processing. It is 

preferable to all other options and you should go a long way to obtain such a 

consent. However, companies need an informed consent. Therefore, please 

make sure that the consent request describes in detail which data is collected 

and for which purpose it is used. Any generically obtained consent is of no 

avail. 

The consent should always be a declaration in its own right. It must not be 

hidden in the company’s general terms and it should not be part of any other 

declaration (such as a contract). Keep it transparent and keep it separate.”

www.bd4travel.com
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consent or because of legitimate 

interests. 

For example, explicit consent may be 

gained by someone actively signing 

up to receive an e-newsletter. This 

active interaction paves the way for 

a more engaged customer base.

However, someone who signed 

up to receive a specific piece of 

communication on one occasion 

can no longer have their details 

added to generic mailing lists. 

For example, customers need to 

provide their details to complete an 

online travel booking, in which case 

consent is not required. However, 

explicit permission is required to add 

the customer to general marketing 

lists after this personal data has been 

gained.

Consent can also cause some 

people to miss out who would like to 

receive communications on specific 

topics, e. g. if they don‘t know an 

There are some exceptions when a 

company can refuse to delete data. 

For example, a hotel has a right to 

hold personal data on an individual 

who has a forthcoming booking with 

them, as this information is core to 

the delivery of its service. However, 

if the customer’s booking was in the 

past, the hotel has to comply with 

any customer request to erase the 

data. 

Providing a personalised 

experience

Several commentators who debate 

the implications of GDPR, express  

a concern that GDPR will reduce  

the ability to provide a personalised 

service to customers and potential 

customers. As long as proper practices 

are in place, this is a myth. 

What GDPR will require of businesses 

is that they can explain why they are 

using personal data to target their 

marketing to specific individuals. 

There are two main ways this can 

be explained – because of explicit 

www.bd4travel.com

Expert Comment

Dr. Daniel Benkert, METIS Rechtsanwälte LLP

“A new law means new challenges. Under the GDPR, customers and clients 

have extensive information rights regarding the use of personal data. Travel 

companies need to make sure they are able to supply this information and 

respond to these information requests at all times. An internal process with 

clearly defined tasks should be set up. 

This requires well-trained employees who are aware of their responsibilities. 

Failure to report a leakage and take the required actions in due time may 

result in severe fines.”

www.bd4travel.com
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their customers a great personalised 

experience, they will be wowed by a 

positive experience. 

Ensuring compliance

Every business or entity involved in 

the collection of the personal data 

within the EU is responsible for 

complying with GDPR. 

That includes implementing 

appropriate technical and 

organisational measures to ensure a 

sufficient level of data security. Such 

measures may include, among other 

things:

• minimising the processing of  

 personal data; 

• encrypting personal data to the  

 maximum extent possible; 

• providing for a maximum of  

 information and transparency; 

• enabling affected people to monitor  

 the data processing. 

e-newsletter exists. This is why 

GDPR guidance, at least in theory, 

recognises ‘legitimate interests’ 

as being an alternate route to 

marketing. The legitimate interests 

of a company may provide a legal 

basis for processing personal data, 

provided that the interests or the 

fundamental rights and freedoms 

of the customer are not overridden. 

However, this is always a case by 

case decision. In practice, travel 

companies may find it difficult to 

define or prove ‘legitimate interests’, 

so gaining explicit consent should 

be the preferred option.

Since consumers have come to 

expect personalisation – particularly 

in travel – GDPR will allow plenty 

of opportunities for personalisation 

still. This also marks an opportunity 

for businesses to do more to explain 

why it’s worth it for customers to 

share their personal data. When 

businesses get this right, and give 

www.bd4travel.com

Expert Comment

Dr. Daniel Benkert, METIS Rechtsanwälte LLP

“GDPR aims at a risk-based approach to data protection. Companies are 

expected to anticipate potential risks related to data processing for their 

customers and clients. This means that we need to check new tools and 

processes before they are put in place and to review data protection standards 

on an ongoing basis. GDPR expects a permanent self-evaluation and search 

for improvement. 

These efforts should be documented in order to prove the company’s request 

for compliance. Also, in case of a data breach, which cannot be debarment at 

all times, a well-done documentation proves the company’s commitment to 

prevent personal data from being misused.”

www.bd4travel.com
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to result in a risk to the rights and 

freedoms of the affected people. 

Companies must also communicate 

the personal data breach to 

customers without undue delay if 

the data breach is likely to result in a 

high risk to their rights and freedoms.

Companies need to make sure they 

have the proper procedures in place 

to detect, report and investigate any 

data breach.  In the case of a data 

breach, e. g. because of hacking, 

a company has 72 hours to notify 

the supervisory authority unless 

the personal data breach is unlikely 

Tracking

Our tracking solution is based on 

the first-party cookies our customers 

have implemented on their websites. 

This type of cookie is used on 

customer websites and not within our 

products, and this will remain to be 

the case once GDPR is enforceable. 

We collect data in such a way that a 

unique user ID is generated through 

the first-party cookie, but this level of 

information cannot tell us the user’s 

name, email address etc. As such, 

we create a profile about their travel 

preferences, but not other data that 

may be considered more personal. 

If this type of elementary cookie 

is not accepted by users, it’s very 

likely other page functions within 

the website will be affected. In turn, 

it’s therefore very unlikely users 

will permanently disable first-party 

cookies. 

Under GDPR, users will have more 

opportunities to access their profiles 

we create through tracking and steer 

their experience into the direction 

they want. Our products are a major 

part of the user’s journey that gives 

value and meaning to them – it’s 

the aspect that makes them want 

content and information to be 

collected about them.

If a user wishes not to be tracked, 

our customers must have a process 

implemented to ensure they can 

process a user’s request of ‘non-

consent’. Our tracking products can 

read this request and subsequently 

will not track the user. The 

personalised elements of the website 

will then be fed by so-called ‘cold 

start’ algorithms, which only take 

aspects – such as current demand 

trends or best booked products – 

into account.   

bd4travel does not exchange cookies 

with other platforms. Even for our 

remarketing solution we don´t 

need to exchange cookies e.g. with 

Google.

Personalisation

Some commentators have predicted 

GDPR could hamper the artificial 

intelligence (AI) advances of recent 

years. However, we see it as being 

positive that users have more power 

over their data, particularly when it 

means they can have a better and 

more personalised service as a result. 

By improving the way customer data 

is used to create fitting, meaningful 

and up-to-date personalisation, there 

is clear value to the user. 

How bd4travel products relate to GDPR

www.bd4travel.com
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even change their preferences, both 

businesses and customers end up 

winning, while a more natural and 

engaging relationship becomes the 

norm.

Processing, access and storage of 

customer data

Our data is hosted in Germany, 

and as such, we have always been 

subject to the most stringent data 

protection laws in the world. Due to 

this, we have already implemented 

the requirements stipulated under 

GDPR, and as such, our products are 

already GDPR-compliant.

Rather than being negatively affected 

by GDPR, bd4travel’s products are 

in a sense endorsed by the more 

stringent uses of data. Ours is an 

engine that allows users to add 

value when they reveal more of 

themselves. It creates digital empathy 

for our travel website customers 

that helps them provide something 

closer to the good consultation with 

a traditional travel agency.

We look forward to GDPR helping 

to bring about a new era for 

more explicit and meaningful 

personalisation. If users can view 

their individual profile travel websites 

have built for them, and can maybe 

GDPR marks a huge shift in data 

privacy. While ensuring compliance 

will be no mean feat administratively 

for travel businesses, the rewards 

of doing so will involve more 

than avoiding a large fine. More 

meaningful, trust-filled relationships 

with customers is ultimately better 

for business, providing more value 

to consumers. It will also pave the 

way for new and improved customer 

centred technologies such as AI and 

personalisation. Ultimately, the travel 

industry must take heart in the fact 

that travel deals and experiences are 

things that users are motivated to find 

out about. There’s great incentive for 

them to consent to their personal 

data being used if it helps them 

find out about travel plans that truly 

inspire them.

GDPR in travel: comply and thrive

GDPR is regulated by official bodies in each EU member state. Check the 

websites of these official bodies for detailed information on GDPR compliance.

www.bd4travel.com


•	Appoint a Data Protection Officer  

 (DPO), which must be an individual  

 who doesn’t directly report into  

 decision makers in a company.  

 Depending on company size, this  

 could be added onto an existing  

 staff member’s role, a new member  

 of staff can be appointed, or an  

 external lawyer or company could  

 take on the role.

•	Check if you have to do a Data  

 Privacy Impact Assessment.

•	Consider who has access to the  

 personal customer data your  

 company processes and how  

 securely it’s held. Make  

 improvements to your systems if  

 necessary to ensure the adequate  

 protection of data.

•	Make sure to implement   

 appropriate technical and  

 organisational measures to ensure  

 an adequate level of data security.  

 For example, are you limiting  

 access to ensure it is only being  

 used for its intended purpose?

•	Review existing contracts with all  

 partners and suppliers to ensure  

 GDPR compliance.

•	 Large or complex companies  

 should complete a Compliance  

 Support Framework, which will  

 help you discover what your  

 company’s specific obligations are  

 under GDPR. Specialist companies  

 are emerging to help with this.

•	Hire a specialist or company to do  

 penetration testing of your systems.  

 This will show if your systems have  

 any vulnerabilities regarding hacking  

 and will help you ensure your  

 systems are robust.

•	Audit the data your company  

 processes, why your company  

 processes it, and what you  

 currently do with it or plan to do  

 with it. Importantly, find out what  

 consent was gained to process the  

 data, e. g. explicit, implied or neither. 

•	 See if you process any special  

 categories of personal data, such  

 as children’s data, biometric or  

 genetic data etc. and if so, make  

 sure to meet the standards under  

 GDPR.

•	 If you do not have the proper  

 consents for the data you process,  

 set up a process for communicating  

 with customers to gain this consent  

 and delete the data you cannot  

 gain the consent for.

•	Make sure that the customers  

 were informed of the specific  

 purpose for which their personal  

 is used and their right to withdraw  

 consent at any time. 

•	Check you also fulfil the other  

 information requirements under  

 GDPR.

•	 See if there’s any data you have to  

 get rid of e. g. inaccurate personal  

 data, data you don’t need any more  

 or you unlawfully process. The  

 more data you have, the more  

 compliance obligations you have  

 to consider.

•	 Have a programmer make changes  

 to your existing systems to ensure  

 relevant new fields – such as how  

 a user consented (online opt-in,  

 verbal etc.) are added to systems  

 holding customer data. At the same  

 time, ensure the systems can  

 handle requests for records to be  

 deleted.

Tips for online travel companies to reach GDPR compliance

www.bd4travel.com
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About bd4travel

bd4travel is intelligent personalisation for travel – providing digital empathy and personal 

engagement with anonymous customers. The company was launched in 2013 by three former 

colleagues who realised that booking travel online is often tedious and inefficient. With collective 

expertise in data and travel technology, including positions at Traveltainment, Amadeus, Virgin 

Atlantic, British Airways and Yahoo, the founders joined forces to improve the way travel is 

sold. bd4travel’s solutions are recognised by leading travel organisations such as Phocuswright, 

Travolution and Travel Technology Europe. The company received multi-million Euro venture 

capital funding in a round led by Hoxton Ventures and Talis Capital. bd4travel is based in Frankfurt, 

Germany and London, UK. 

About Metis

We advise on all matters of business law. In addition to our core areas of mergers and acquisitions, 

corporate law, employment law and dispute resolution, we regularly advise on matters of 

European and German data protection law as well as commercial law. For cross-border matters, 

we work together regularly and seamlessly with renowned international law firms.

bd4travel GmbH
Rödelheimer Bahnweg 23 · 60489 Frankfurt am Main
T +49 (0)69 2474718-200  · info@bd4travel.com
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This document does not constitute official legal advice and we  

recommend companies consult experts about their specific 

circumstances.

METIS Rechtsanwälte LLP
Untermainkai 30 · 60329 Frankfurt am Main 
T +49 69 271 38 89 0 · office@metis-legal.de

www.metis-legal.de
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